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Management. Excerpt: . . . 12 the data are not manipulated for purposes of individual gain. The Customs
Service continues to have problems that diminish its ability to reasonably ensure that sen-sitive data
maintained in automated systems are adequately protected from unau-thorized access and modification. In
September 1996, we reported that during the previous 2 years, serious informa-tion security control weaknesses
had been reported for 10 of the 15 largest federal agencies. We have made dozens of recommendations for
improvement to individual agencies, and they have started acting on many of them. In addition, we have
recommended ways for the Office of Management and Budg-et ( OMB ) to enhance its ability to oversee and
improve federal information security programs. We suggested steps that OMB can take to ( 1) effectively use
opportunities to aid in overseeing and improving agency information security programs - such as annual
financial audits and the newly created Chief Information Officers Council, and ( 2 ) increase the expertise of its
staff in information security management issues. The Year 2000 Problem The Year 2000 Problem poses the high
risk that computer systems throughout government will fail to run or malfunction because computer
equipment and soft-ware were not designed to accommodate the change of date at the new millennium. For
example, IRS tax systems could be unable to process returns, which in turn could jeopardize the collection of
revenue and the entire tax processing system. Or SSAs disability insurance process could experience major
disruptions if the inter-face with various state systems failed, thereby causing delays and interruptions in
disability payments to citizens. We recently issued...
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